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(57) ABSTRACT

Disclosed is an anti-spying encrypted keyboard, particularly
an anti-spying encrypted keyboard having an anti-spying
detection protective system in multiple aspects. The anti-
spying encrypted keyboard comprises a key panel and a main
control board. The main control board includes a control
circuit with self-destruct function. The control circuit is fix-
edly sealed on the back of the main control board by an
anti-spying protective mechanism. The anti-spying protec-
tion mechanism is electrically connected with the control
circuit. The anti-spying protection mechanism comprises: an
anti-spying cover (31) having a bottom surface (311) and a
side wall (312) extending perpendicularly along the edge
thereof, the side wall (312) together with the bottom surface
(311) forming a first cavity (313); a rigid anti-spying circuit
board (32) being placed inside the first cavity (313), and a
second cavity (326) being formed by a bottom side and a side
wall with the circular edge, the bottom side of the second
cavity (326) is provided with at least one pair of connecting
fingers (3252) for the anti-spying circuit (32); and a conduc-
tive adhesive (34) placed inside the second cavity (326) to
make the connecting fingers (3252) on the rigid anti-spy
circuit board (32) and the connecting fingers (3252) on the
control circuit of the main control board connect electrically.

9 Claims, 3 Drawing Sheets
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1
ANTI-SPYING ENCRYPTED KEYBOARD

The present application claims the benefit of priority to
Chinese patent application No. 201010261960.5 titled
“ANTI-SPYING ENCRYPTED KEYBOARD?”, filed with
the Chinese State Intellectual Property Office on Aug. 20,
2010. The entire disclosures thereof are incorporated herein
by reference.

TECHNICAL FIELD OF THE INVENTION

The present invention relates to an encryption keyboard, in
particular to an anti-poking encryption keyboard having a
multi-directional anti-poking detection and protection sys-
tem.

BACKGROUND OF THE INVENTION

The hard encryption keyboard of a bank self-service equip-
ment bears works of inputting and encrypting a bank pass-
word of a user, and thus a working key and a master key of the
bank are stored in a core processing part of the keyboard. For
an unspeakable purpose, some criminals usually jimmy or
poke the keyboard to steal the user password and even to
decrypt the working key and master key of the bank in order
to steal bank information, which threatens the security of
information and money of the user and the bank directly.

The encryption keyboard is generally provided with a pok-
ing detection and protection structure and a poking detection
and protection circuit. When the keyboard is subjected to a
physical poking, the poking detection and protection circuit
outputs a self-destruction signal to realize a self-destruction
function of the encryption keyboard, so as to prevent the
criminals from stealing bank information.

The Chinese patent application CN201489599U discloses
anencryption keyboard and a poking detection and protection
structure thereof. The disclosed encryption keyboard
includes an anti-peeping cover, an anti-peeping cover
bracket, a poking detection and protection net and conductive
adhesive. The poking detection and protection net is received
inside the anti-peeping cover, and is clamped and fixed
between the anti-peeping cover and the anti-peeping cover
bracket by the anti-peeping cover bracket, and is provided
with a plurality of first gold fingers thereon. A main control
board in the keyboard is provided with a poking protection
circuit provided with a plurality of second gold fingers
thereon. The first gold fingers and the second gold fingers are
electrically connected via the conductive adhesive. The anti-
peeping cover bracket is provided with a cavity at the position
corresponding to the first gold fingers, and the conductive
adhesive is filled in the cavity.

The above poking detection and protection net is a double-
layer flexible circuit board, and the periphery edges thereofis
folded such that the poking detection and protection net is
formed into a cuboid shape and covers a main control circuit
board required to be protected. Thus, there is no gap between
the main control circuit board and the exterior, which
achieves the anti-poking purpose. An anti-poking detection
circuit is provided in the flexible circuit board and is covered
with detection wirings by using the maze wiring method. The
anti-poking detection circuit is directed onto a surface of the
flexible circuit board by a gold finger, and is electrically
connected with the control circuit of the main control board
for realizing the self-destruction function via the gold finger.
When the flexible circuit board is subjected to the physical
poking, a self-destruction signal can be output by making
short circuit between any two adjacent wirings or breaking
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any one wiring. Thus, the self-destruction function of the
encryption keyboard is realized, and sensitive information is
deleted immediately, so as to prevent the criminals from
stealing bank information.

This technology has following disadvantages.

First, since the flexible circuit board can only be made with
two layers, with an outer layer being ground layer without
wiring and an inner layer being maze wiring layer, and the
gold fingers at the connection between the flexible circuit
board and the protected main control circuit board are rela-
tively thick, the criminals can easily scrape the ground layer
and connect the gold fingers at the two ends of the inner layer.
In this way, the whole maze wiring layer fails to function by
making short circuit between the wirings, and thus loses the
protective effect.

Second, Because of the flexibility of the flexible circuit
board, the criminals may only tightly press the connection
wires between the flexible circuit board and the protected
circuit board, and then turn over the other parts of the circuit
board to expose the protected circuit and to thereby lose the
protective effect.

Therefore, it is very important to provide an encryption
keyboard having a multi-directional anti-poking detection
and protection system.

SUMMARY OF THE INVENTION

The object of the present invention is to provide an anti-
poking encryption keyboard with a multi-directional anti-
poking detection and protection system in order to effectively
prevent illegal operations of poking to obtain password infor-
mation from the front surface and the side surfaces of a
keyboard panel.

In order to realize the above object, the present invention
provides the following technical solutions.

The anti-poking encryption keyboard includes a keystroke
panel and a main control board. The main control board
includes a control circuit for realizing a self-destruction func-
tion. The control circuit is fixedly enclosed at the rear of the
main control board by an anti-poking protection mechanism.
The anti-poking protection mechanism is connected electri-
cally with the control circuit. The anti-poking protection
mechanism includes:

an anti-peeping cover having a bottom surface and a side
wall extending vertically along periphery edges of the
bottom surface, a first cavity being formed by the side
wall and the bottom surface;

a hard anti-poking circuit board in which an anti-poking
circuit is provided, a second cavity including a bottom
surface and a periphery annular side wall, at least one
pair of leading gold fingers of the anti-poking circuit
being provided on the bottom surface of the second
cavity, the hard anti-poking circuit board being received
inside the first cavity; and

conductive adhesive disposed in the second cavity so as to
form electrical connection between the leading gold fin-
gers of the hard anti-poking circuit board and the leading
gold fingers of the control circuit of the main control
board.

Preferably, the hard anti-poking circuit board is a printed

circuit board with at least two layers of anti-poking circuit.

Further, one side of the leading gold fingers away from the
main control board is covered by at least one layer of anti-
poking circuit.

Preferably, the hard anti-poking circuit board is of a four-
layer printed circuit board structure in which an outermost
layer is ground layer and the other three layers are printed
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circuit board layers with anti-poking circuit and are piled on
the outermost layer. The three layers are all provided with
maze wiring except intermediate layer through holes, and
relatively wide wiring clearances of the maze wiring of the
three layers of anti-poking circuit are complemented and
covered by each other.

Preferably, the hard anti-poking circuit board is formed by
assembling five printed circuit boards, among wherein four
printed circuit boards are connected in an end-to-end manner
to form an annular side wall. The annular side wall is electri-
cally connected to a surface of the fifth printed circuit board,
and a complete anti-poking circuit is formed by the five
circuit boards.

Further, at least one of the four printed circuit boards of the
annular side wall is electrically connected to the surface of the
fifth printed circuit board.

Preferably, two adjacent boards of the five printed circuit
boards are electrically connected at least by two soldering
joints.

Preferably, a conductive adhesive locating bracket is pro-
vided between the hard anti-poking circuit board and the
main control board, and through holes for containing the
conductive adhesive are provided in the conductive adhesive
locating bracket at positions corresponding to the gold fingers
of the hard anti-poking circuit board and of the main control
board.

Preferably, maze wiring is applied to the anti-poking cir-
cuit in the circuit board.

Compared with the prior art, the technical solutions of the
present invention have following advantages.

First, the hard anti-poking circuit board is configured in the
design of the hard circuit board having more than two layers.
Leading gold fingers of the anti-poking circuit are provided
onthe innermost surface of the hard anti-poking circuit board,
and the rear of relatively thick wirings in each layer of circuit
is covered by wirings of other layers, which may effectively
prevent the whole maze wiring from disabling due to short
circuit caused from the rear of the anti-poking circuit by the
criminals, and may prevent the ground layer from being
scraped to connect the connecting fingers. Thus, the difficulty
of illegal poking is greatly increased, and the security of the
anti-poking protection mechanism is improved.

Further, since the anti-poking protection cover is formed
by assembling with hard materials, the anti-poking protection
cover can not be bended, and even if it is bended forcibly, its
inner circuits will be break. Thus, it is possible to prevent the
attack of turning over and to increase the security of the
anti-poking protection mechanism.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is an exploded view of an anti-poking encryption
keyboard according to the present invention;

FIG. 2 is a structural exploded view of a hard anti-poking
circuit board according to the present invention;

FIG. 3 is a structural exploded view in an anti-poking
mechanism of an anti-poking encryption keyboard according
to the present invention; and

FIG. 4 is a schematic view of the layout of circuits in
various layers of the structure of a four-layer hard anti-poking
circuit board according to the present invention.

DETAILED DESCRIPTION OF THE INVENTION

Hereinafter, the technical solutions in embodiments of the
present invention will be described clearly and completely in
conjunction with drawings in the embodiments of the present
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invention. Apparently, the described embodiments are only
preferred embodiments of the present invention, not all of'the
embodiments. Based on the embodiments of the present
invention, all of other embodiments made by the person
skilled in the art without inventive effort are deemed to fall in
the protection scope of the present invention.

Referring to FIG. 1, an exploded view of an anti-poking
encryption keyboard according to the present invention is
shown. The anti-poking encryption keyboard 100 includes a
keystroke panel 1 and a main control board 2 having a control
circuit for realizing a self-destruction function. An anti-pok-
ing protection mechanism 3 is fixed to the rear of the main
control board 2 and is electrically connected to the control
circuit. The anti-poking protection mechanism 3 includes an
anti-peeping cover 31, a hard anti-poking circuit board 32 and
conductive adhesive 34.

The anti-peeping cover 31 has a bottom surface and a side
wall extending vertically along the peripheral edges of the
bottom surface, and a first cavity is formed by the side wall
and the bottom surface. An anti-poking circuit is provided
inside the hard anti-poking circuit board 32. A second cavity
includes a bottom surface and a peripheral annular side wall.
At least one pair of leading gold fingers of the anti-poking
circuit are provided at the bottom surface of the second cavity.
The hard anti-poking circuit board is inserted in the first
cavity. The conductive adhesive 34 is disposed in the second
cavity to form electrical connection between the leading gold
fingers of the hard anti-poking circuit board and the leading
gold fingers of the control circuit of the main control board.

Further, the anti-poking encryption keyboard may also
includes a conductive adhesive locating bracket 33 disposed
between the hard anti-poking circuit board and the main
control board. Through holes for containing the conductive
adhesive are formed in the conductive adhesive locating
bracket at positions corresponding to the gold fingers on the
hard anti-poking circuit board and the main control board.

Referring to FIG. 2, a structural exploded view of the hard
anti-poking circuit board according to the present invention is
shown. The hard anti-poking circuit board 32 includes five
printed circuit boards (PCB board) 321, 322, 323, 324 and
325. The PCB boards 321, 322, 323 and 324 are connected in
an end-to-end manner to form an annular side wall. The
annular side wall is electrically connected to a surface 3251 of
the fifth printed circuit board 325. Gold fingers 3252 are
provided on the surface 3251. Two circuit lead pins are pro-
vided on each of the PCB boards 321, 322, 323 and 324,
respectively. At each circuit lead pin each PCB board is elec-
trically connected to a circuit lead pin on the PCB board 325
via two soldering joints n, so that the five circuit boards form
a complete anti-poking circuit. Based on the wiring property
of'the anti-poking circuit, the hard anti-poking circuit board is
formed by assembling the five circuit boards, wherein four
printed circuit boards may be configured into the annular side
wall which is electrically connected in the end-to-end man-
ner, and the annular side wall is electrically connected to the
circuit lead pins on the surface of the fifth PCB board via at
least two soldering joints, so that a complete anti-poking
circuit is formed by the five circuit boards. Of course, depend-
ing on designs, there are still many forms in the circuit con-
nection mode of the five PCB boards, as long as the anti-
poking circuits of the PCB boards can form an integral circuit.

The hard anti-poking circuit board 32 is formed by assem-
bling with hard materials and can not be bended. Even if the
hard anti-poking circuit board 32 is bended forcibly, its inner
circuits will be break. Thus, it is possible to prevent the attack
of turning over and to increase the security of the anti-poking
protection cover.
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Referring to FIG. 3, a structural exploded view of the
anti-poking mechanism in the anti-poking encryption key-
board according to the present invention is shown. The anti-
poking protection mechanism 3 includes the anti-peeping
cover 31. The anti-peeping cover 31 has a bottom surface 311
and a side wall 312 extending vertically along the periphery
edges of the bottom surface. A first cavity 313 is formed by
the side wall 312 and the bottom surface 311. The hard anti-
poking circuit board 32 is received inside the first cavity 313.
A second cavity 326 is formed by a bottom surface of the PCB
board 325 and an annular side wall formed by connecting
other four PCB boards (321, 322, 323 and 324) in the end-to-
end manner. A pair of leading gold fingers 3252 of the anti-
poking circuit are provided on the bottom surface of the
second cavity 326, i.e. the inner surface 3251 of the PCB
board 325. The leading gold fingers 3252 of the anti-poking
circuit on the hard anti-poking circuit board 32 are electri-
cally connected to the leading gold fingers (not shown) of the
control circuit of the main control board 2 via the conductive
adhesive 34. In order to ensure the precise and reliable abut-
ment between the conductive adhesive 34 and the leading
gold fingers of the hard anti-poking circuit board 32 and of the
main control board, the conductive adhesive locating bracket
33 is provided between the hard anti-poking circuit board 32
and the main control board 2, and through holes 331 for
containing the conductive adhesive is formed in the conduc-
tive adhesive locating bracket 33 at positions corresponding
to the gold fingers of the hard anti-poking circuit board 32 and
of the main control board 2.

The design of the conductive adhesive bracket ensures that
the conductive adhesive can not be moved or bended between
the hard anti-poking circuit board 32 and the main control
board 2, and ensures that the conducting state of circuits
between the hard anti-poking circuit board 32 and the main
control board 2 is free from influence. According to the design
feature of the anti-poking circuit of the hard anti-poking
circuit board 32, the conductive adhesive bracket 33 in this
embodiment is of “ 3 or “[J” shape, and the through holes
331 for containing the conductive adhesive 34 are provided at
the outer side of an diagonal intersection of the conductive
adhesive bracket 33 where corresponds to the gold fingers
3252 of the hard circuit board 32.

Referring to FIG. 4, a schematic view of the layout of
circuits in various layers of the structure of a four-layer hard
anti-poking circuit board according to the present invention is
shown. The hard anti-poking circuit board 32 is in a design of
a four-layer PCB board in which an outermost layer is ground
layer 3a and intermediate layers 35 and 3¢ are all provided
with maze wiring except intermediate layer through holes 3.
The intermediate layer through holes 3x are located by the
side of the gold fingers 3252. A plurality of transmission
signal welding joints 3e are provided on the innermost layer
3d. The rear of the gold fingers 3252 connected to the main
control circuit board is covered by the wirings of the inter-
mediate layer(s) 35 and/or 3¢. Transmission signal welding
joints corresponding to the transmission signal welding joints
3e are provided on the surfaces of the other four circuit boards
which form the cavity-shaped hard anti-poking circuit board
32. In assembling, corresponding transmission signal weld-
ing joints are electrically connected by soldering tin so as to
form a complete anti-poking circuit.

Inthe design of the hard circuit board having more than two
layers, the rear of relatively thick wires of the gold fingers
3252 of the innermost layer 34 are covered by the wirings of
the intermediate layer(s) 35 and/or 3¢, which may effectively
prevent the whole maze wirings from disabling due to short
circuit caused from the rear of the anti-poking circuit by the
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criminals, and may also prevent the ground layer 3a from
being scraped to connect the connecting fingers 3252. Thus,
the difficulty of illegal poking is greatly increased, and the
security of the anti-poking protection mechanism 3 is
improved.

Based on the above description, many modifications and
improvements may be made by the person skilled in the art
without departing from the principle of the present invention,
and these modifications and improvements should be deemed
to fall into the protection scope of the present invention.

What is claimed is:

1. An anti-poking encryption keyboard, comprising a key-
stroke panel and a main control board, wherein the main
control board comprises a control circuit for realizing a self-
destruction function, the control circuit is fixedly enclosed at
the rear of the main control board by an anti-poking protec-
tion mechanism, the anti-poking protection mechanism is
electrically connected with the control circuit, characterized
in that, the anti-poking protection mechanism comprises:

an anti-peeping cover having a bottom surface and a side
wall extending vertically along periphery edges of the
bottom surface, a first cavity being formed by the side
wall and the bottom surface;

a hard anti-poking circuit board in which an anti-poking
circuit is provided, a second cavity comprising a bottom
surface and a periphery annular side wall, at least one
pair of leading gold fingers of the anti-poking circuit
being provided on the bottom surface of the second
cavity, the hard anti-poking circuit board being received
inside the first cavity; and

conductive adhesive provided in the second cavity so as to
form electrical connection between the leading gold fin-
gers of the hard anti-poking circuit board and the leading
gold fingers of the control circuit of the main control
board.

2. The anti-poking encryption keyboard according to claim

1, wherein the hard anti-poking circuit board is a printed
circuit board with at least two layers of anti-poking circuit.

3. The anti-poking encryption keyboard according to claim
2, wherein, one side of the leading gold fingers away from the
main control board is covered by at least one layer of anti-
poking circuit.

4. The anti-poking encryption keyboard according to claim
1, wherein the hard anti-poking circuit board is of a four-layer
printed circuit board structure in which an outermost layer is
ground layer and the other three layers are printed circuit
board layers with anti-poking circuit and are piled on the
outermost layer, the three layers are all provided with maze
wiring except intermediate layer through holes, and relatively
wide wiring clearances of the maze wiring of the three layers
of anti-poking circuit are complemented and covered by each
other.

5. The anti-poking encryption keyboard according to claim
1, wherein the hard anti-poking circuit board is formed by
assembling five printed circuit boards, among which four
printed circuit boards are connected in an end-to-end manner
to form an annular side wail, the annular side wall is electri-
cally connected to a surface of the fifth printed circuit board,
and a complete anti-poking circuit is formed by the five
circuit boards.

6. The anti-poking encryption keyboard according to claim
5, wherein at least one of the four printed circuit boards of the
annular side wall is electrically connected to the surface of the
fifth printed circuit board.
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7. The anti-poking encryption keyboard according to claim
5, wherein two adjacent boards of the five printed circuit
boards are electrically connected at least by two soldering
joints.

8. The anti-poking encryption keyboard according to claim 5
1, wherein a conductive adhesive locating bracket is provided
between the hard anti-poking circuit board and the main
control board, and through holes for containing the conduc-
tive adhesive are provided in the conductive adhesive locating
bracket at positions corresponding to the gold fingers of the 10
hard anti-poking circuit board and of the main control board.

9. The anti-poking encryption keyboard according to claim
1, wherein maze wiring is applied to the anti-poking circuit in
the circuit board.
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